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Position of the Policy SMF Within the MOF IT Service Lifecycle 

The MOF IT service lifecycle encompasses all of the activities and processes involved in managing an IT service: its conception, development, operation, maintenance, and—ultimately—its retirement. MOF organizes these activities and processes into Service Management Functions (SMFs), which are grouped together in lifecycle phases. Each SMF is anchored within a lifecycle phase and contains a unique set of goals and outcomes supporting the objectives of that phase. The SMFs can be used as stand-alone sets of processes, but it is when SMFs are used together that they are most effective in ensuring service delivery at the desired quality and risk levels.
The Policy SMF belongs to the Plan Phase of the MOF IT service lifecycle. The following figure shows the place of the Policy SMF within the Plan Phase, as well as the location of the Plan Phase within the IT service lifecycle.
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Figure 1. Position of the Policy SMF within the IT service lifecycle

Before you use this SMF, you may want to read the following MOF 4.0 guidance to learn more about the MOF IT service life cycle and the Plan Phase:

· MOF Overview
· Plan Phase Overview
Why Use the Policy SMF?

This SMF should be useful for anyone with responsibility for IT policy, which ultimately means everyone in the IT organization. This is because policies are not only created and maintained, but they also need to be communicated, understood, and applied. This SMF provides sufficient context to understand the reasoning behind policies, the creation, validation and enforcement of policies, and how the policy management process communicates the policy and incorporates feedback about the policy. The purpose is to help the IT organization remain in compliance with directives. For the sake of clarity, these are the policies that address people and process; these are not machine-based control polices such as Group Policy Objects.
This SMF addresses how to:

· Determine areas requiring policy.
· Create policies.
· Validate policy.
· Publish policy.
· Enforce and evaluate policy.
· Review and maintain policy.
Policy Overview

What purpose does policy serve in IT? What can be done so IT pros find company policies helpful and enforceable? This Policy SMF describes the process of translating and documenting organizational goals and values into written policies. 

A policy explains what to do in a particular set of circumstances by providing necessary rules and requirements and by setting expectations about conduct. Policies help organizations clarify performance requirements, communicate management’s intent for how work should be done, and establish accountability and the foundation for compliance. Procedures break policies down into detailed steps that describe how work should be done and identify who should do what. To be effective, policies and procedures need to accurately reflect what the organization wants done—they should clearly describe circumstances, rules, options, and activities in a way that is understandable and can be readily put into practice. 

Although potentially wide-ranging, policy generally centers on the following topics, which are explained in more detail later in this SMF:

· Policy governance

· Security

· Privacy

· Partner and third-party relationships

· Knowledge management

· Appropriate use

Policy management includes writing policies, validating policies with stakeholders, and developing detailed procedures. It also helps determine how to implement and enforce policy and establishes the ongoing processes for policy improvement and maintenance. 

Any organization approaching policy management should be aware of the relationship between its policies and its internal control environment. When management considers a certain goal and its related risks, it must also consider whether to write a policy addressing that goal. The purpose is to communicate a clear standard of behavior to employees so that they know they will be expected to comply. Good policy management focuses policies on the right goals, ensures review and evaluation by the right people, and helps keep policies current.
Policy SMF Role Types

The primary Team SMF accountability that applies to the Policy SMF is the Management Accountability. The role types within that accountability and their primary activities within this SMF are displayed in the following table.

Table 1. Management Accountability and Its Attendant Role Types

	Role Type
	Responsibilities
	Role in this SMF

	IT Executive Officer
	· Approves the IT organization’s policies
· Approves policy content and the policy management process 
	· Ensures that policies support organizational goals and regulatory requirements
· Validates that policies are well-understood and used

	IT Manager
	· Manages effectiveness of policy communication and enforcement 
	· Communicates policies that are usable and enforceable 

	IT Policy Manager
	· Works with business, management, and legal resources to define policy requirements
· Responsible for industry regulatory knowledge
· Owns policy creation, publication, and maintenance
	· Delivers policies that are effective, current, and applicable; that address business, regulatory, and industry requirements

	Change Manager
	· Manages the activities of the change management process for the IT organization 
	· Creates an environment where changes can be made with the least amount of risk and impact to the organization

	Configuration Administrator
	· Tracks what is changing and its impact
· Tracks configuration items (CIs) and updates the Configuration Management System (CMS)
	· Ensures a known state at all times


Goals of Policy Management

Successful policy management should result in documented, up-to-date guidelines that address the desired actions and behaviors of an organization. More specifically, it should ensure that: 

· Policies accurately capture management’s intent concerning the behaviors of the organization.

· Policies contain clear statements of rules, but their implementation is carried out through procedures and employee judgment. 

· Policies are communicated consistently and effectively across the organization. 

· Policies are defined in ways that take into account their eventual application and evaluation. 

Table 2. Outcomes and Measures of the Policy SMF Goals
	Outcomes
	Measures

	Policy supports management objectives
	Audits of policies indicate that they appropriately reflect management objectives. 

	Employees utilize policy
	There are no audit issues related to activities defined in policies.

	Regulatory compliance
	All regulatory audits are passed with no deficiencies. For further information about regulatory compliance, see Understanding Regulatory Compliance on TechNet.

	Organizational compliance
	All compliance audits are passed with no deficiencies (for example, security, privacy, or standards of conduct).


Key Terms
The following table contains definitions of key terms found in this guide.

Table 3. Key Terms

	Term
	Definition

	Policy
	A deliberate plan of action to guide decisions and achieve rational outcomes. (This definition deals with human-readable descriptions of desired behavior, not machine-readable descriptions).

	IT alignment 
	A state when the technical and business goals and strategies of the IT organization completely match the goals and strategies of the overall business.

	Procedure
	A detailed description of how work will be done by people or systems. It is the method for applying and implementing policy. 

	Process
	A set of interrelated tasks that, taken together, produce a defined, desired result. Policies are translated into systems, resources, and processes to operate the business.


Policy Flow 
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Figure 2. Policy flow
Process 1: Determine Areas Requiring Policy
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Figure 3. Determine areas requiring policy
Activities: Determine Areas Requiring Policy

A key activity in Policy is the process of aligning the goals of the IT organization to those of the overall business, then using that information to decide which areas need to have policies created. Organizational goals should be evaluated to determine possible risks. The impact of risks can be evaluated by considering what might happen if the expectations surrounding that risk are not made clear to everyone in the organization. If an identified risk and its impact stand in the way of achieving a goal, then it will likely need to be addressed by a policy. In this way, management establishes clear guidelines that help ensure desired performance, fitting checks and balances, and appropriate workplace interactions.

The following table lists the activities involved in this process. These activities include: 

· Documenting goals.

· Assessing current state.

· Envisioning future state.

· Performing gap analysis.

Table 4. Activities and Considerations for Determining Areas Requiring Policy
	Activities
	Considerations

	Document goals
	Key questions: 

· What are the near-term (one year or less) goals of the business?
· What are the longer-term (two years or more) goals of the business?
· Are there contingency plans for the business?
Inputs: 

· CEO strategy
· Operations strategy
Output: 

· IT and business goal statement(s)
Best practices: 

· Consider the impact of not having policy in place to address the identified risks and impacts to organizational goals. Legal advisors may provide input for considerations of having or not having policy covering a given area.
· Out of the identified goals, select specific goals to support with policy that will either fit with the existing organizational culture or will transform the culture in a desired direction.  

· Discuss your strategy and its implications with executives. Ensure that senior management provides a strong, clear sign-off that will communicate policy direction to the organization. This helps establish the “tone at the top.”

	Assess current state
	Key questions:

· How effective are our current policies and procedures?
· Are there any audit issues that reflect ineffective, inappropriate, or non-existent policies?

· Does the current portfolio of applications and systems comply with the intent of our policies?
Inputs:

· Risk analysis from all IT service lifecycle phases captured in the risk knowledge base

· IT strategic goals statement
· Current IT portfolio
· Service reviews

Output:
· Documented current state of policies  
Best practices:
· Ensure that key users and stakeholders are personally interviewed—ask them what is working well, what needs improvement, and what future policies they would like to see.
· To help both assess the current state and start planning for the future state, suggest that interviewees think at least two years out. If nothing changes in terms of policy, what problems do they foresee? The answers might reveal current inadequacies in policy. Then ask them how policy will need to change to take into account not just regulatory and technological changes, but the strategic direction of the organization as well as potential changes in their industry or market. 

	Envision future state
	Key questions:
· What are current best practices?
· Where is the technology going?
· What are the resource limitations on the business?
Inputs:
· Analyst reports
· Budgets
· Best practice reports
Outputs:
· Gap analysis between current state and envisioned future state

· Metrics
· Formal prioritization of future state
Best practices:
· Consider whether the future state is financially worthwhile—whether it’s better to put resources toward filling gaps in policies, or to just leave the gaps. Make sure to get opinions from the legal department and upper management.

· Keep a record of the decision-making process—leave an audit trail.

	Perform gap analysis
	Key questions:

· What is the gap between our current state and our desired future state?
· Is gap closure realistic?
Inputs:

· Future state document
· Budgets
· Best practice reports
Output:
· Gap report 

Best practices:
· Ensure that the gap analysis includes an evaluation of risk. 

· Do not make general policies overly restrictive or they will likely be ignored. Describe desired outcomes, not just prohibited activity.

· Consider instituting role-based policies that can be “tuned” (made more or less restrictive) according to specific job functions.


Process 2: Create Policies
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Figure 4. Create policies
Activities: Create Policies

In this process, the group responsible for policy creation actually drafts the policies, often through the use of a standardized policy template. Specific types of policies are used to address different topic areas. Security policies and privacy policies may result in detailed implementations and configurations of IT infrastructure. This may be expressed through a Group Policy Object (GPO). When taken all together, GPOs establish allowable activities related to devices, users, or user role in an organization. Because of this tight relationship between security and privacy policy and group policy this is an area where IT has developed considerable expertise and collateral knowledge (for example, see Microsoft Identity and Access Management Series. Policy areas such as partner relationships, appropriate use, or knowledge management are often enforced through contracts and documents that are not directly machine-consumable. In these areas IT needs to assess the role of technology for gathering evidence of activity or prohibiting activity that would be in violation of policy. IT should have an awareness of the goals of these broader policies, and then assist the business in understanding the technology implications for enforcement and evaluation.  The following table lists the activities involved in this process. 
These activities include: 

· Creating policy governance policies.

· Creating security policies.

· Creating privacy policies.

· Creating partner relationship policies.

· Creating knowledge management policies.

· Creating appropriate use policies.

Table 5. Activities and Considerations for Creating Policies
	Activities
	Considerations

	Create policy governance policies
	Key questions: 

· Who is ultimately responsible for the policies?
· What is the policy review and maintenance requirement?
· What is the mediation process in the event of a stalemate on policy?
Inputs: 

· CEO strategy
· Operational strategy and vision
Outputs: 

· Policy governance documents
Best practices: 

· Create a central repository for all policies so that people know how to find them, who can answer questions about them, and how the policy change process works.

· Policies should have a consistent structure that reflects intent, general considerations, and any triggering events or special contexts, as well as clearly defined rules, guidelines, and expectations. 

· Consider the evaluation of the policy during its creation, and give consideration to ways of measuring its effectiveness and usefulness. 

	Create security policies
	Key questions:

· What are the threats and vulnerabilities of the business?

· What outside security requirements are applicable to the business?

· Who is responsibility for security?
Inputs:
· Laws and regulations
· Operational plan
· Industry best practices
Outputs:
· Operational security policies
Best practices:
· For framework and template assistance, consult industry standards such as ISO 17799 or 27001.

· For further information about security policies, consult the Regulatory Compliance Planning Guide, a Microsoft Solution Accelerator. 

	Create privacy policies
	Key questions:
· What privacy requirements are applicable to the business?
· What is business vision with respect to privacy?

Inputs:
· Laws and regulations
· Best practices
· Privacy vision statement(s)
Outputs:
· Operational privacy policies
Best practices:
· For framework and template assistance, consult industry standards such as ISO 17799 or 27001.

	Create partner relationship policies
	Key questions:
· What are the key business partnerships?
· What are the operational requirements for key partners?
· Are there contingency plans for partners?
Inputs:
· Partnership list
· Business continuity plan(s)
· Operational vision statement
· Laws and regulations
Outputs:
· Operational partner policies
· Business continuity plan(s)
Best practices:
· Perform initial and periodic reviews to ensure that partners are complying with organizational policies.

· Ensure that contracts are written to ensure partners’ compliance with the intent of your company’s policies. (Avoid telling them exactly what to do to comply; those decisions belong to the management of their organization.) Contracts should also specify your organization’s right to audit your partners for compliance to your agreements. For more information on underlying contracts see Business/ IT Alignment SMF.

	Create knowledge management policies
	Key questions:
· What are the organization’s document and e-mail requirements?

· Is the business subject to eDiscovery (policies and practices for data storage, archiving, and recovery)?
·  What specific laws and regulations apply to your organization in terms of proper use and management of data, both in transit and at rest? What laws and regulations apply to your organization in terms of business continuance and disaster recovery (BC/DR)?

· Do your BC/DR plans address data lifecycle management issues such as data retention, encryption, and data restoration upon return to normal operations?

· What are the document and record retention and availability requirements?
Inputs:
· Laws and regulations
· Legal posture
· Document management systems 
Output:
· Operational knowledge management policy
Best practices:
· Ensure that your organization, along with its legal department, drives data retention requirements. The business should determine the minimum or maximum length of time data must be retained, as well as where the data must be stored (some countries have requirements about data storage locations). 

· When data retention requirements have been determined, IT should evaluate the data management lifecycle and write policies to reflect decisions about the multiple ways data might be stored and used (such as backup tapes and disks, remote storage, and physical copies on paper). 

	Create appropriate use policies
	Key questions:
· Which laws and regulations is the business subject to?
· Are non-employees allowed access to systems and data?
· Are partners allowed access?
Inputs:
· Laws and regulations
· Corporate vision
· Legal advice
Output:
· Operational appropriate use policy
Best practices:
· Ensure that your organization drives the creation of appropriate use policies by evaluating your organization’s standards of conduct and reflecting these standards in IT policy when appropriate.

· During policy creation, think in broad terms about allowable use of IT resources as it relates to possible reputational, security, privacy, and financial risk.

· Include your organization’s standards of conduct when evaluating policies to see that the intent of these standards is clearly reflected. 


Process 3: Validate Policy
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Figure 5. Validate policy
Activities: Validate Policy

In this process, policies must be validated with all stakeholders of the business. Because an organization’s policies may have serious legal implications, validation requires careful attention to detail. The following table lists the activities involved in this process. These activities include: 

· Performing policy review.

· Reviewing comments and revising policies.

· Managing policy configuration.

Table 6. Activities and Considerations for Validating Policies

	Activities
	Considerations

	Perform policy review
	Key questions:

· Are these policies easy to understand?

· Do these policies correctly convey the vision and goals of the business?

· Do the policies enforce what you want enforced? Are they effective?

· Are these policies in conflict with any vision and goals of your department or area of responsibility?

· Will the structure of these policies last for at least two years?

Inputs:

· Policy review package

· Vision and goal statements of the business

· Business continuity plan

Outputs:

· Reviewed policies with comments

Best practices:
· Before sending policies out for review, make sure they’re ready for the reviewers to see.
· Establish focus areas for each reviewer or group of reviewers.

· Make sure that policies remain relatively static over time; procedures may change more frequently to reflect modifications to processes, technologies, and organizations.

	Review comments and revise policies
	Key questions:
· Are the comments sufficiently valid to warrant a policy change?

Inputs:
· Policy review package with reviewer comments

Outputs:
· Revised policies

Best practices:
· Prior to the review, decide whose input you absolutely need and whose is optional. Additionally, determine the criteria regarding when an entire team must be involved in a review.

· Establish criteria about what types of issues are important enough to change.

	Manage policy configuration
	Note   Policies should be managed through your organization’s change control process.

Key questions:
· Are these policies under change control?

· What is the maintenance and review process to be used?

Inputs:
· Reviewed and approved policies

Outputs:
· Completed and controlled policies

Best practice:
· For more information on managing policy configuration, see the Change and Configuration SMF.


Process 4: Publish Policy
In this process, policies are published for the organization to use. Although the process is fairly simple, the effects of poor publication can be difficult to recover from. The business must be notified in advance of the pending policy release, provided with the location of policies that everyone can find, and given the opportunity to become trained on the policies. 
Activity: Publish Policy

Table 7. Activities and Considerations for Releasing Policies
	Activity
	Considerations

	Publish policy
	Key questions: 

· Are the policies ready to be published?

· Has a clear and understandable package been created for all users?

· Do users know where to obtain these policies?

· Do users understand the business reasons for policies?

· Has an internal marketing campaign been planned to raise awareness?

Inputs: 

· Policies ready for publication
· Business vision and goals

Outputs: 

· Published policies

Best practices: 

· Determine which members of the organization need to know about the policy, and decide which communication channels work best for getting information to them.

· Make sure that the person who approved the policy is clearly identified so that there is a channel for comments, questions, and change requests.


Process 5: Enforce and Evaluate Policy
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Figure 6. Enforce and evaluate policy
In this process, policies are enforced, and then evaluated for their effectiveness. Without an evaluation exercise, organizations may find that certain policies are actually impeding people’s ability to get work done; often an increase in the number and severity of violations is an indicator that policies need to be adjusted. 
The following table lists the activities involved in this process. These activities include: 

· Enforcing the policy.

· Requesting corrective action. 

· Analyzing policy enforcement.
· Evaluating policy effectiveness.

· Requesting policy change.

Table 8. Activities and Considerations for Enforcing and Evaluating Policies
	Activities
	Considerations

	Enforce policy
	Key questions:

· What controls are in place to enforce policy?

· Who are the appropriate persons to inform of enforcement?

· What sort of records need to be kept?

Input:

· Enforcement request

Output:

· Enforcement action

Best practices:
· Be sensitive to your organization’s culture when enforcing policy. Does your business follow a defined chain of command, or do individuals have a certain amount of autonomy? How you communicate will have a direct effect on how successfully policies will be followed.

· Decide whether exceptions are to be allowed. If they are, determine the criteria for exceptions and the process for exception handling.

	Request corrective action
	Key questions:
· Has corrective action been previously applied? 

· What corrective action is needed now?
Inputs:
· Parties identified as responsible for taking corrective action

· Operational policies

· List of policy violations

· List of changes requested

· List of possible policy changes

Output:
· Corrective action request

Best practices:
· When faced with a policy breach, make sure you are aware of your organization’s range of available corrective actions (including training, discussion with management, letter of reprimand, loss of salary, or loss of employment).

· As you develop a channel for corrective action requests, ensure that requesters have the option to communicate anonymously.

	Analyze policy enforcement
	Key questions:
· How many policy enforcement actions have been required?

· What was the root cause of these policy enforcement actions?

· Do the policies make it easy for users to do the right thing and difficult for them to do the wrong thing?

Inputs:
· Operational policies

· List of policy violations

· List of changes requested

· List of possible policy changes

Output:
· Policy change proposal

Best practices:
· Excessive enforcement actions are a sign of problems with a policy’s content or intent. If enforcement is occurring frequently, investigate the policy’s requirements—they may be inhibiting an organization from getting necessary work done.

	Evaluate policy effectiveness
	Key questions: 

· How effective are the policies?

· How many violations occur?

· How many of the violations are justifiable?

· Is the cost of enforcement within the expected, planned-for range?

Inputs: 

· Operational policies

· IT principals
Outputs: 

· List of policy violations

· List of changes requested

· List of possible policy changes

Best practices: 

· Look for patterns and root causes during evaluation. For more information on root cause analysis, see the Problem Management SMF. 

· Consider how policies will be evaluated during their creation; determining what “effectiveness” means as you start out will save time in the evaluation process.

· As you evaluate policies, think about whether their creation and enforcement have resulted in unintended consequences and whether the intended consequences were realized. 

	Request policy change
	Key questions:
· Do all stakeholders agree that this change is warranted?

· Why make this change? What do we expect it to improve, and how?

· What other policies, business process, or workflows are affected by this change?

Input:
· Policy change proposal

Output:
· Changed policy

Best practices:
· Consider whether the situation warrants a policy change or a one-time-only exception.

· Because policy changes have a broad, sweeping impact, don’t make a policy change without going back through the change control process and involving the necessary people. For more about the change control process, see the Change and Configuration SMF. 


Process 6: Review and Maintain Policy

Policies are only as effective as the relevance and accuracy of their information; policy violations increase when that information is out of date or doesn’t address what the user is seeking. To ensure that policies stay current and relevant, the organization should schedule regular policy reviews and make adjustments and changes as a result of those reviews. Because policy change often has legal considerations, the process should include documentation indicating that changes have occurred, why they happened, and who approved them.
Activities: Review and Maintain Policy

The following table lists the activities involved in this process. These activities include: 

· Reviewing policy.

· Controlling policy configuration.

· Changing policy.

Table 9. Activities and Considerations for Reviewing and Maintaining Policies

	Activities
	Considerations

	Review policy
	Key questions: 

· Is the policy still relevant, accurate, and legal?

· Have any laws and regulations changed since the policy was created? If so, what are the implications?

· Have certain technologies and processes changed since the policy was created? If so, what implications do they have on risk?

· Are there new risks that policies should address?

Inputs: 

· Operational policies

Output: 

· List of policies requiring modification

	Control policy configuration 
	Key questions:
· Are these policies easy to understand?

· Do these policies correctly convey the vision and goals of the business?

· Are these policies in conflict with any vision and goals of your department or area of responsibility?

· Will the structure of these policies last for several years?

Inputs:
· Policy review package

· Vision and goal statements of the business

· Business continuity plan

Outputs:
· Policies with comments

Best practices:

· Take the time to read a policy aloud to someone who is not acquainted with the subject matter. Strive for the goal of the policy to be understandable in one reading.

· Conflict between organizational goals and policy may not be an indicator of a policy problem, but rather ambiguity or conflict with the goals themselves.
· Don’t try to resolve this kind of conflict at the policy level; instead, refer the issue to management for review and clarification.

	Change policy
	Key questions:
· Are the comments valid?

· Are the comments sufficiently serious to warrant a policy change?

· What is the impact of changing policies?

Input:
· Commented policy review package

Outputs:
· Revised policies

Best practices:
· Policy changes have potentially far-reaching and possibly unanticipated consequences. A policy should be constructed so that it is relatively stable; the most frequent changes should occur at the level of procedures.
· A policy describes the rules and provides guidelines. Procedures are the means of implementing policy in processes and activities. Ensure that everyone responsible for policy creation and review knows the difference. 


Conclusion

The Policy SMF describes the major processes involved in the management of policies for the IT organization. These processes are needed to clarify management directives, capture them in policies that are well stated, appropriately validated and communicated, and effectively enforced. The end result is an organization that is compliant with management directives.
The major policy management processes described by the Policy SMF are:

· Determine areas requiring policy.
· Create policies.
· Validate policy.
· Publish policy.
· Enforce and evaluate policy.
· Review and maintain policy.
Feedback

Please direct questions and comments about this guide to mof@microsoft.com.
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